




Lectures Date Topic

1 5-Sep Introduction to Security

2 12-Sep SCAPY, Review of IPnetworks

3 19-Sep Reconnaissance

4 26-Sep Layer 2 (Ethernet) insecurit iesand
protections

5 3-Oct Layer 3 (IPv4) Insecurit iesand
protections

6 10-Oct Layer 4 (TCP, UDP) Insecurit iesand
protections

7 17-Oct Cryptography -Kerckhoff’sPrinciple,
Randomness, Primes, DH, PKI

8 24-Oct Midterm

9 31-Oct Layer 4 (IPSec, PKI continued, SSL,TLS)

10 7-Nov Firewalls–IPtables

11 14-Nov IPtablescontinued

12 21-Nov ThanksgivingBreak

13 28-Nov Monitoring, IDS/IPS, FWSNORT, Network
Monitors

14 5-Dec WirelessSecurity

15 12-Dec IPv6

19-Dec Final Exam


